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Abstract—Machine learning is a promising technology for
network intrusion detection systems. There is a wide variety of
machine learning algorithms whose results seem complementary,
but determining which result is true is difficult because models
lack explainability. Our system intends to reconstruct attack
patterns from a set of unsupervised learning models’ outputs,
and show them to security analysts. Therefore, we introduce
an explainable-by-design system to detect network attacks, and
evaluated its accuracy on the CSE-CIC-IDS2018 dataset [1].

I. INTRODUCTION

Machine learning (ML) is a promising technology for net-
work intrusion detection systems (NIDSs) as it allows accurate
attack detection on large amounts of traffic data. An issue
with ML models is that some models will qualify an input
as an attack, whereas others will qualify the same one as
benign. Choosing which model to trust is difficult because
ML models are often considered as black boxes and do not
provide evidence to justify their results. The ensemble learning
approach [2], [3] takes advantage of the complementarity
of multiple models, called base-learners, by combining them
(e.g., weighted majority voting). Another ensemble method is
meta-learning, where a model, called meta-learner, learns from
base-learners’ outputs. We propose a new ensemble-based
approach that systematically presents the results of each base-
learner to security analysts in a way that facilitates informed
decision-making. This decision would be made thanks to a
combination of a concise visual representation of detections
and a high level of explainability of each base-learner.

Explainability is the property of a system that makes its
reasoning and results understandable by humans [4], [5].
In current NIDSs, security analysts take decisions to solve
security issues based on the system analysis. Therefore, pro-
viding intelligible evidence of ML models results is crucial
for analysts to trust the system. Explainability is not only
important for improving the collaboration between security
analysts and Al systems, but also for assisting engineers and
researchers in the design of more accurate systems, by helping
them understand why and where a model may fail.

We propose a method that simultaneously allows users
to take advantage of ensemble learning from multiple base-
learners to enhance detections and visualize the results of all
the base-learners to gain insights into how these detections
are made. We introduce a visual representation of unsuper-
vised learning (UL) detections over time that intends to both

help security analysts understand what is happening on the
network and allow our meta-learner, which is a convolutional
neural networks (CNN), to identify attack patterns [6], [7].
Our system is expected to preserve UL properties, including
the detection of unknown attacks, because the layer that is
supervised, the meta-learner, analyzes the outputs of base-
learners, which is meta-data and not raw network traffic data.
We then introduce an explainable-by-design system that
analyzes and combines a set of UL models to detect network
attacks. Our contributions are:
1) A more transparent ML-based NIDS, whose results are
explained,
2) A visual representation of network anomalies that users
can interpret,
3) An ensemble learning method that uses a CNN as a
meta-learner to combine base-learners.

II. SYSTEM DESIGN

A. System overview

We designed an ML-based NIDS that combines a set of UL
models to detect network attacks. To combine models with
different algorithms, we intended to characterize their results
without assuming knowledge about the algorithms, and so by
processing only their inputs and outputs.

Regarding the inputs, we needed a data representation that
was concise and semantically interesting for UL models to ex-
tract attack signatures (Section II-B). Similarly to UNADA [8],
[9], we aggregated network flows by source and by destination
address, and computed aggregate features (Table I).

To quantify the degree of abnormality of aggregates (Sec-
tion II-C), we computed anomaly scores from anomaly detec-
tions on different subspaces of features [8], [9]. Our anomaly
scores are model-agnostic, they do not depend on the decision
function of the model.

To go further in the characterization of models’ outputs, we
introduced a representation (Section II-D) that highlights both
a spatial aspect (e.g., do anomalies affect or come from the
same IP address?) and a temporal aspect (e.g., how frequent
are anomalies?). Then, our meta-learner, a CNN, analyzed our
representation of network anomalies to identify attack patterns.

B. Aggregation of network flows

Our system computes the features described in Table I
from aggregated network flows. We chose to analyze both



Feature Aggregation key | Description

n_dst_ip IPsrc Number of destination IP ad-
dresses

n_src_ip IPdst Number of source IP addresses

n_dst_ports IPsrc & IPdst Number of destination ports

n_src_ports IPsrc & IPdst Number of source ports

n_fwd_pkts IPsrc & IPdst Number of forward packets

n_bwd_pkts IPsrc & IPdst Number of backward packets

sum_flx_dur IPsrc & IPdst Sum of flows duration

tot_flx IPsrc & IPdst Number of flows

sum_pkts_size | IPsrc & IPdst Sum of packets size

std_pkt_size IPsrc & IPdst Standard deviation of packets
size

TABLE I: Aggregates features

aggregates by source IP address and aggregates by destination
IP address because some attacks (e.g., DDoS) involve IP
addresses from many sources towards a single destination,
and other anomalies (e.g., network scans) involve IP addresses
from a single source towards multiple destinations. The ag-
gregates perspective was designed to better identify attack
patterns, and also, be more readable for security analysts, as
aggregates have a reduced number of features and security
analysts are familiar with IP addresses.

In addition, network traffic can evolve quickly and look
different at different times (e.g., working hours, weekends). So
we chose to perform clustering on aggregates during a same
time interval A; of 2 minutes, instead of comparing aggregates
with aggregates from previous states of the traffic.

C. Unsupervised anomaly scoring

This component is composed of a set of anomaly detectors.
It takes as input the features of aggregates (Table I), either
by source or destination IP address, from a same time frame
of duration A7 of 30 minutes and returns a set of matrices.
Each matrix contains the anomaly scores of all the aggregates
computed by an unsupervised anomaly detector.

To be able to detect unknown attacks, we used UL models:
they detect anomalies, which are aggregates that statistically
differ from others. We tested multiple models from the scikit-
learn library [10] and PyOD [11] on aggregates from the CIC-
CSE-IDS2018 dataset [1], and we observed that binary results
were different from one UL model to another [12]. We selected
a set of models composed of Local Outlier Factor, KNN,
and COPOD because together (i.e., the boolean sum of their
results) they detected the most attacks while raising the least
false alarms (benign traffic mistaken for attack). This makes
sense because these algorithms have different mechanisms to
detect anomalies, and so are more likely to be complementary:

e Local Outlier Factor [13] is a density-based algorithm.
o Unsupervised KNN [14] is a distance-based algorithm.
e« COPOD [15] is a probabilistic algorithm.

To characterize and compare results of different UL algo-
rithms, we used a model-agnostic quantification of anomalies,
previously defined in UNADA [8], [9]. We considered all
the subspaces of £ = 2 features among all the n = 9
aggregates’ features and performed outlier detection, with

the same algorithm, on each subspace. The anomaly score
of an aggregate is the number of times the aggregate was
classified as an outlier. Those scores range from 0, for a
completely normal aggregate (according to the model), to 36,
for a completely abnormal aggregate which is the number of

combinations of k = 2 features among n = 9:
n!
(Z) = El(n—Fk)!

D. Attack patterns recognition

In the previous section, we selected a set of UL models
to detect abnormal aggregates. To reinforce the system, we
studied the sequences of anomalies detected by each base-
learner during a time frame A7 of 30 minutes. We represented
the outputs of each base-learner as a matrix of anomaly scores,
where each line corresponds to a source or destination IP
address, depending on the aggregation key, and each column
to a time interval.

We can then analyze these representations using deep neural
networks (DNNs) such as CNNs. Therefore, we used a CNN
as a meta-learner to identify attack patterns on traffic repre-
sentations. The CNN takes as input the two sets of matrices
(representations of anomalies) generated from the outputs of
the base-learners on aggregates by source and destination IP
address during a time frame Ap. The CNN gives the final
result of the system, meaning if the network was under attack
during the time frame Arp.

The CNN requires a labeled dataset for training and val-
idation. We chose to label a representation as attack (which
means the network is under attack during the time frame) if it
contained at least one attack aggregate, and benign otherwise.

To visualize the analysis of the base-learners, we assigned
them a color channel (red for Local Outlier Factor, blue for
KNN, and green for COPOD). The color intensity of a pixel is
proportional to the aggregate anomaly score generated by the
model. Thus, a white pixel means that all models diagnosed
the aggregate as very abnormal, and a black pixel means that
no model raised an alarm (Figure 1).

III. RESULTS

We evaluated our system on the CIC-CSE-IDS2018
dataset [1]. Sharafaldin et al. [1] implemented a realistic
company network, with 420 machines and 30 servers, and
an attacking infrastructure with 50 machines. The dataset
consists of 10 days of network traffic captures during working
hours. The authors simulated multiple attacks scenarios, such
as brute-force, distributed denial of service (DDoS), SQL
injections, etc. For this study, we evaluated the detection of
brute-force and DoS only.

Our system first aggregated the network flows by source and
destination IP address (Section II-B). Then, it generated in-
termediate visual representations of traffic anomalies (Section
II-C). Finally, we obtained a dataset of 1860 pairs of images
for training and evaluating the attack pattern recognition
module (Section II-D).

Table II shows the F-score and confusion matrix of our
attack pattern recognition module, i.e., our CNN, which ana-
lyzes representations of aggregates by source IP address and
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Fig. 1: Traffic representation. The images on the right represent
the ground truth, where red pixels are attack aggregates
and green pixels are benign aggregates. We observe a red
horizontal line in both images, which means the attack comes
from the same IP and the flows are close in time. The benign
data points are more isolated. The images on the left are
generated using the method described in Section II-C. On top,
we observe that the set of UL models almost detected the
entire attack line. At the bottom, the set of UL models only
partially detected the attack line.

F-score | Confusion matrix
Combined model 0.978 35 0
ombined mode . 8 329
32 3
Source IP model 0.961 11 32
L 38 9
Destination IP model | 0.963 5 390

TABLE II: F-score and confusion matrix of the CNNs

by destination IP address (combined model). To determine
if both representations are complementary for the model, we
compared the combined model with a model that takes only
images representing the aggregates by source IP address and
with another model that takes only images representing the
aggregates by destination IP address. The combined model
has a better F-score than the two other models, it is free of
false positives, however, it accurately detected fewer attacks
than the destination IP model.

IV. CONCLUSION

We proposed an explainable-by-design system to detect net-
work attacks. First, we used UL techniques to detect anomalies
on aggregates by source and destination IP. The outputs remain
human-readable because security analysts are familiar with IP
addresses and the features are few in number. Second, we
represented the traffic anomalies detected by an ensemble of
UL models as images on which security analysts can see attack
patterns. Third, we analyzed the traffic representations using
CNN to detect attack patterns. To summarize, we proposed

a more transparent system where security analysts can follow
the analysis process. The evaluation on the CIC-CSE-IDS2018
dataset [1] showed that our system reached a decent accuracy,
but more importantly that the anomaly representations made
the remaining errors easy to identify.
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