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Abstract—Industrial Cyber-Physical Systems (ICPS) are intri-
cately networked and highly integrated systems. Due to these
connections, these systems are more susceptible to attacks that
could result in collateral damage. The goal of this research is to
improve the security of Industrial Cyber-Physical Systems (ICPS)
by utilizing side-channel leakage. On the one hand, side-channel
leakage is used to detect anomalies in real-time while accruing
low computation and infrastructure costs. The current state of
the art in sound-based anomaly detection methods is reviewed,
while limitations and issues are highlighted. To overcome these
limitations, a real-time sound-based anomaly detection approach
is being developed. On the other hand, the study also focuses on
improving the security of lightweight cryptography algorithms,
which are commonly used in ICS systems with limited resources.
A theoretical attack on the Linear Feedback Shift Registers
(LFSR) of the Elephant algorithm is proposed and two coun-
termeasures are suggested to counter this attack.

Index Terms—Side-channels, anomaly detection, lightweight
cryptography, countermeasures, real-time, sound-based anomaly
detection, etc.

I. INTRODUCTION

Industrial cyber-physical systems (ICPS) connect the cyber
and physical worlds through network communication, making
them vulnerable to various types of attacks, such as the Stuxnet
[1]. Ensuring the security of these systems is a complex
problem due to their interaction with the physical world and
the wide range of applications.This research work strives to
enhance the security of industrial cyber-physical systems by
using side-channel leakage to detect anomalies and lightweight
cryptographic countermeasures. Our main question is: how can
side-channels be used to improve ICPS security?

We show the efficacy of side-channel-based anomaly detec-
tion in industrial systems in the first part of our research, with
high accuracy and low false positives, fast detection time, and
low computational and infrastructure cost. The above enables
real-time detection and adaptation to real-world industrial
environments, actually results in a contribution to the ICPS
literature review on Sound-based Anomaly Detection (SAD)
and ongoing research for ICPS on real-time SAD.

In the second part, we explore countermeasures for
lightweight cryptography algorithms commonly implemented
in constrained resources components of industrial systems,
such as sensors, actuators, and RFID. We propose a theo-
retical attack on the Elephant algorithm’s Linear Feedback
Shift Registers (LFSR) [2], a finalist in the NIST lightweight
cryptography competition, and two types of countermeasures.

The paper is organized as follows: In Section II, we pro-
vide a brief overview of related work on side-channel-based
anomaly detection in ICPS and present an overview of SAD of
ICPS. This section also highlights the limitations of existing
SAD methods and presents ongoing research on the develop-
ment of real-time SAD for ICPS. In Section III, we discuss
how to counter vulnerabilities in lightweight cryptography
through side-channel analysis, including a related work on
lightweight cryptography in ICPS and a theoretical attack on
a lightweight cryptography algorithm. The section ends with
a discussion of countermeasures.

II. INDUSTRIAL ANOMALY DETECTION SYSTEMS USING
SIDE-CHANNELS

Side-channel based anomaly detection is a technique for
monitoring the performance of various elements within a
system. By using side-channel parameter fingerprinting, this
method can detect intrusions even when execution is inter-
rupted, and identify malicious activity even when it appears
to be normal in network traffic. This improves the ability to
quickly respond to potential threats.

A. Related work on side-channels based intrusion detection
Previous research has explored the use of side-channel

fingerprinting to detect abnormal behavior in industrial con-
trol systems. Bolboaca et al. [3] presented an approach for
detecting deviation in the execution of different parts of
a protocol to identify abnormal events. Dupuis et al. [4]
proposed a method utilizing power consumption to detect
hardware Trojans. van der Meer et al. [5] developed a system
that uses electromagnetic measurements to detect behavioral
changes in software running on industrial control systems.
These related papers all utilize various types of leakage,
such as electromagnetic, timing, and power measurements, to
detect anomalies. In this thesis, we focus specifically on using
sound as a leakage parameter for side-channel based anomaly
detection in industrial control systems. One significant benefit
is the ease and cost-effectiveness of capturing sound data
through the use of low-cost equipment, making it a practical
and cost-efficient method for identifying anomalies in these
systems.

B. Overview of Sound-based Anomaly detection (SAD)
The field of sound-based anomaly detection (SAD) has

grown in recent years, with applications in a variety of



domains including public video surveillance [6], speech anal-
ysis and recognition [7], music processing [8], healthcare [9]
and predictive maintenance of industrial systems [10]. SAD
involves detecting whether a machine’s sound is normal or
abnormal through a series of steps, as illustrated in Figure 1.
These steps include sound preprocessing, feature extraction,
and classification or anomaly detection algorithms.

C. Contribution: survey on SAD of ICS

The submitted survey [11] provides a comprehensive
overview of the current state-of-the-art in sound-based
anomaly detection (SAD) for Industrial Cyber-physical Sys-
tems (ICPS). The focus of this research is to detect anomalies
in ICS using sound data. The reviewed studies are categorized
and presented according to a proposed taxonomy outlined
in Fig.2. The key findings of the reviewed SAD methods
include: the use of mel-spectrogram as the most commonly
used time-frequency domain feature, due to its efficiency
and compatibility with computer vision approaches such as
CNN [?]; the emphasis on unsupervised methods, specifically
Autoencoder (AE) based on reconstruction error, for efficient
anomaly detection and handling unbalanced sound data; and
the use of the ROC-AUC performance metric, which plots the
True Positive Rate against the False Positive Rate at different
threshold values. One key point highlighted in the survey is
that current SAD methods primarily focus on detecting system
failures for the purpose of predictive maintenance, but have
not yet been applied to detecting ICS attacks. Additionally, the
survey identifies several limitations of SAD, such as sensitivity
to background noise, high dimensional data, and an inability
to fully characterize the behaviors of industrial systems. Addi-
tionally, the survey identifies open issues in the field, including
unbalanced sound data and real-world application challenges.
These challenges include the difficulty of producing abnormal
data, and the need to improve SAD methods to make them
more representative of industrial systems that operate in the
presence of high levels of background noise.

D. Work in progress: real-time SAD for industrial systems

We developed a new platform to address the issue of
unbalanced sound data in industrial systems. Our experiments
are designed to overcome constraints such as sensitivity to
background noise, high dimensionality data, and real-world
applications. Our real-time sound-based anomaly detection
approach enables industrial systems to accurately and quickly
detect any deviation from expected behavior. Our ongoing
research focuses on improving system performance by offline
training a classification algorithm with only normal data and
online prediction of new input data. We intend to optimize
key performance metrics such as accuracy, false alarm rate,
processing time, compatibility with other systems, and ease
of deployment. The system is designed to be easily integrated
with other systems, requiring minimal adjustments when used
in different environments.

E. Perpectives and future works

In order to overcome the limitations of sound-based
anomaly detection (SAD) in industrial control systems, one
potential solution is to incorporate other parameters in ad-
dition to sound. In the literature, various parameters such
as electromagnetic and power consumption have been used
independently to detect abnormalities in system behavior.
The more sources of data that are used to characterize the
system’s behavior, the better the anomaly detector algorithm
is able to distinguish between normal and abnormal behavior.
One perspective for future research is to explore the use of
multiple parameters, such as sound and electromagnetic or
power consumption, to improve the robustness of side-channel
fingerprinting for anomaly detection.

III. COUNTERING LIGHTWEIGHT CRYPTOGRAPHY
VULNERABILITIES THROUGH SIDE-CHANNEL ANALYSIS

In industrial systems (Industry 4.0), the secure real-time
transmission of data from remote sensors poses challenges for
traditional security measures [12].

A. Challenges in Securing Industrial Control Systems

Implementing security measures in industrial control sys-
tems (ICS) can be difficult due to the real-time command
sending and data acquisition requirements, as well as resource
limitations of field devices such as sensors and actuators [13].

B. Related Work on Lightweight Cryptography in ICS

Researchers have turned to cryptographic primitives, specif-
ically lightweight methods, to address the challenges in secur-
ing ICS [14]. These methods include symmetric [15] [16] and
asymmetric [17] algorithms designed to meet the real-time and
resource limitations of ICS.

C. Blind-side Channel Analysis on the Elephant LFSR

We propose a theoretical attack on the Linear Feedback
Shift Registers (LFSR) of the Elephant algorithm [2], a finalist
in the NIST lightweight cryptography competition. Our attack
takes advantage of the usage of intermediate variables depen-
dent on the secret key and demonstrates how this structure
could potentially compromise the security of a cryptosystem
through side-channel analysis. To counter this attack, we
propose two countermeasures.

D. Countermeasures for Lightweight Cryptography Attacks

Countermeasures for lightweight cryptography attacks in-
clude the generation of masking functions [18], randomization
of LFSR [19], constant-time execution [20], physical tamper-
proofing [21], and cryptographic obfuscation [22].

IV. CONCLUSION

In conclusion, this research improves the security of phys-
ical components of industrial systems by detecting anomalies
quickly and countering the vulnerabilities of lightweight cryp-
tography by using side-channel information.



Fig. 1. Overview of SAD domain

Fig. 2. Proposed taxonomy of SAD
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