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Abstract—Path validation that enforces and verifies the path
taken by network packets has become an important block for
secure network protocols and defence mechanisms. Indeed, an
Internet Services Provider (ISP) might decide to redirect your
traffic through a less efficient ISP just because it is cheaper.
That arises some security issues. This paper exposes the possible
problems around the lack of path validation and provides a state-
of-the-art of the existing path validation protocols.

Index Terms—network security, path validation, cryptography

I. INTRODUCTION

In the current Internet, routers have full control over packet
delivery. The destination address is put in packets and the
packets are launched into the network. The network decides
the path that the packets take, and the intermediate providers
decides if the path passes through them. Sometimes, senders,
intermediates routers, and receivers would prefer to control
paths of packets. A receiver might request that packets pass
through an intrusion detection service or a packet-cleaning
service before its arrival. A sender might want to make
sure that their packets are carried through friendly countries
to avoid packet spying or packet dropping. Path validation
aims at allowing end-hosts to enforce the path and to verify
that packets have followed the approved path. Several works
describe path validation protocols ( [2], [5]–[11] ) that try to
enforce this forwarding process. These protocols manage to
thwart skipping attacks or out-of-order-attacks, but they are
lacking in detecting addition attacks.

This paper describes what a path validation protocol re-
quires, what kind of attacks it should be able to detect, and
possibility, to prevent. Finally, a state-of-the-art of the existing
path validation protocols is stated.

II. PROBLEM DEFINITION

A. Desired security properties

A network protocol is a path validation protocol if it satisfies
both path enforcement and path verification. Path enforcement
assures a packet is forwarded on the agreed path over each
node en-route in the correct order. Path verification assures
that the sender, the intermediate, and the destination routers
are able to verify that the forwarded packet has followed the
correct path so far.
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B. Adversary model
A router that obeys the protocol is called an honest node.

Some untrustworthy routers may exist due to an attacker. An
attacker has the ability to eavesdrop at any point along the path
from the source to the destination. An attacker is capable of
controlling a subset of the network. The compromised nodes
may have the following malicious behaviours, as defined in
[1]:
Packet injection: A malicious router can send arbitrary

packets toward a destination of its choice.
Packet alteration: A malicious router can alter any part of

the packet such as the source address, header information
or payload data.

Path deviation: A malicious router redirects packets along
a path other than the path previously selected by the end-
hosts. There are several types of this kind of attacks:

• Skipping attack: A malicious router redirects the
packet and skips at least one router on the path.
Hence, some router along the intended path does not
forward the packet.

• Out-of-order attack: One or many routers on the
intended path are not traversed in the right order,
but they are all visited.

• Addition attack : Packets are forwarded to some
additional routers that are not on the intended path
and eventually return to the expected path. Packets
visit one or more routers that are not expected.



• Detour attack: Packets are deviated from some of
the routers before arriving to the destination. Not all
routers are visited.

III. RELATED WORK BEFORE PATH VALIDATION
PROTOCOLS

This section exposes solutions that pursue path validation
but do not achieve both path enforcement and path verification,
which are keys to path validation.
Secure routing aims to find feasible paths between end-

hosts while preventing the path-finding process from
being attacked. However, routing does not assure that
the packet followed the chosen path. It is the forwarding
process that determines whether the packet is delivered
according to the routing policies.

Secure source routing embeds path directives in packet
headers, using cryptographic tools, to inform intermediate
routers where to forward packets. Secure source routing
achieves path enforcement.

Secure traceroute enables end-hosts to retrieve the path
taken by a packet. It achieves path verification.

Nevertheless, secure source routing and secure traceroute are
not designed to operate together, it is either infeasible or
inefficient to integrate them for path validation [1].

IV. PATH VALIDATION PROTOCOLS

A. General design

Existing path validation protocols are built on the as-
sumption of a plentiful network bandwidth. That means that
they incorporate mechanisms of path validation in headers of
packets without caring about their bandwidth consumption [3].
They do path enforcement and path verification by adding path
proofs in headers of packets. These proofs should be difficult
to forge or alter, and their size can be quite large, on the order
of hundreds of bytes [1]. These proofs are used to attest that
the packet has traversed intermediate routers in the correct
order because each intermediate router should update these
proofs.

Mostly, path validation consists of the following steps [1]:
• Path dissemination: the specified path chosen by the end-

hosts must be shared with the intermediate routers. It can
be done either by putting the path directly in header of
packets, or by communicating the path beforehand to the
en-route routers.

• Key exchange: routers exchange and share keys that are
used to compute the cryptographic proof added to the
header of packets for others to verify.

• Proof initialization: the source has to initialize the cryp-
tographic proof(s) that will be used by other routers to
verify the path of the packet and to update with their own
proof.

• Proof verification: upon receiving a packet, a router first
verifies the correctness of the embedded proof to be sure
that the packet travelled though the correct path so far.

• Proof update: if the proof verification succeeded, the
router continues by updating the embedded proof with
its own and then forwards the packet to the next hop
according to the path it was given.

B. State-of-the-art

1) ICING [9]: ICING is considered to be the first path
validation protocol. ICING uses shared keys for each pair of
nodes. The path is embedded inside the header of the packet
once each node on this path has acknowledged its agreement to
the source with a Proof of Consent. Then the source initializes
verifiers Vi for each node i along the chosen path by xoring
a Proof of Provenance (PoP0,i) and the obfuscated Proof of
Consent (Ai). PoPk,i is a cryptographic proof built with the
key shared between nodes k and i. A node i only needs
to verify its corresponding verifier Vi. To do that, it will
recompute Ai xored with the successive PoPk,i shared with
its predecessors on the path. Once the verification is done,
node i will update the verifiers of its successors k with the
PoPi,k shared with them (see Fig. 1).

Fig. 1. ICING packet instance taken from K. Bu et al. [9]

2) OPT [7]: Origin and Path Trace (OPT) is more efficient
than ICING because it assumes a higher level of trust. It is
assumed that the source is trustworthy, hence each en-route
node will only share a key with the source and not with each
other as in ICING. The source will initialize an origin and path
validation verifier, OPVi, for each en-route node, as well as a
general path validation field, PV F , that will be updated. The
OPVi contains all the cryptographic proofs of the predecessors
of the router i. Upon receiving a packet, the current router will
check PV F to be sure that the packet went through all the
expected routers. In order to do that, it will compare its OPVi

with the general PV F updated with its cryptographic proof. If
the verification is successful, the router i updates PV F with
its cryptographic proof. During this protocol, a node i only
has to compute one cryptographic proof whereas in ICING,
a node has to compute n cryptographic proofs if there are n
routers on the path.

3) OSV [2]: Orthogonal Sequences Verification (OSV) is
very similar to OPT except that instead of using cryptographic
proofs, it uses orthogonal sequences based on Hadamard
matrices to build the verifiers. Doing inner product is faster
than computing cryptographic proofs.



TABLE I
COMPARISON OF VALIDATION PATH PROTOCOLS FOR A PATH OF n ROUTERS AND A SECURITY LEVEL OF 80 BITS

Number of known keys
by intermediate routers

Proof
length

Verifier
length
(bytes)

Communication
overhead
(bytes)

Number of
computation

ICING O(n) O(n) 42 42n+ 13 O(n)
OPT O(1) O(n) 16 16n+ 52 O(1)
OSV O(1) O(n) 2 2n+ 108 O(1)
PPV O(1) O(1) 4 64 O(1)
Atomos O(n) O(1) 1415 1415 O(1)
PrivNPV O(1) O(n) 16 16n+ 48 O(1)
EPIC O(1) O(n) 5 5n+ 24 O(1)

4) PPV [11]: PPV uses a flow of packets to validate a
path. A router has a certain probability to mark a packet and
does not mark all packets. However, a packet in a flow will be
marked by two adjacent routers. Collecting all the marks from
all the packets enables the forwarding process to be validated.
This solution reduces the size of the header of packets.

5) Atomos [5]: Atomos uses asymmetric cryptographic
proofs. A router only needs one proof to prove that the packet
went through it. This solution aggregates the proofs of all the
routers so that there is only one verifier field in the header
of a packet. That small header counterbalances the longer
computation time of asymmetric cryptography.

6) PrivNPV [10]: Privacy-preserving network path valida-
tion enables an en-route router to not know which other nodes
are on the path, except for its two neighbours. PrivNPV also
states that an en-route router does not know its position on the
path, i.e. it does not know whether it is in the middle of the
path or just before the destination.

7) EPIC [8]: EPIC for ”Every Packet Is Checked” is de-
ployed in a stronger attacker model that combines a localized
Dolev-Yao adversary [4] with a cryptographic oracle while
reducing the size of the header of packets. Since EPIC uses
short verifier fields , an attacker can brute force these values
for a single packet. In order to model the attacker’s ability,
EPIC proposes a strong attacker model where a malicious
router can obtain valid verifier fields by giving hop information
and a packet initialization to an oracle. That means that an
attacker can forge individual packets. However, the security
is not altered because the forging must happen in a short
time frame. Indeed, the verifier fields depend on timestamps.
Moreover, the security for end-hosts is not affected because the
validation field for the destination is cryptographically strong
and can not be forged with this oracle.

C. Comparison

For a path of n routers and a security level of 80 bits, Table
I compares the above protocols in terms of overhead of key
storage, proof length, verifier length, communication overhead,
and computation complexity.

V. CONCLUSION

All validation protocols are able to detect attacks such as
packet injection, packet alteration, skipping attack, out-of-
order attack, detour attack because the data inside the packet

are not going to be the expected one. The proofs embedded
inside the packet are used to detect these kinds of behaviour.
However, these protocols are not able to detect addition attacks
if the additional routers do not do any changes to the packet.
Indeed, all the required routers are traversed so that all the
required proofs are verified and updated.
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